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So what really is the problem?

The UK is home to the 3rd or 4th largest number of Botnets ‘owned’ machines in the world, 2nd is 
China and 1st is the USA

We (BT) are the UK infrastructure, that’s our customers, its our problem

Botnets are embed code that effectively removes control of the PC from the user, when required

Our Enterprise customers are infected

Our Broadband customers are mass infected

Botnets are the Spam distribution engine generating 183 Billion emails per day, but they are also 
used for DDOS, Phishing, Identity Theft, Pedophile and indecent image collection and 
distribution. If its socially unacceptable, then these ‘owned’ machines are used to do it.

Botnets are the biggest threat to Internet stability and security   
Dr. Vint Cerf, Google at World Economic Forum in Davos, 2007



[Threats] - Bots/Botnets

Perpetrating fraud

Financial fraud or corporate espionage

Domain Name Server (DNS) abuse

Compromised recursive servers

Spreading via P2P networks

Decentralised distribution to avoid detection

Today - 10% of PCs on the Internet ~approx 10 
Million PCs are compromised

Source: GTISC 2008



[Threats] - Web 2.0 Attacks

Social networking environment 

Malware to infect unsuspecting users

Vulnerability of mashup technology

Combining data/media from multiple sources

e.g. Retail location adding Google map information

Polymorphic exploitation

Dynamically changing exploits when new user visits website

Difficult to protect using signature based IDS/IPS 

Web 2.0 makes Web Application more interactive & 
improves user experience.  Easy target for attacks such as 

HTML code & SQL injection, Cross-Site Scripting (XSS) 
and Session Hijacking



[Threats] - Mobility & Convergence

Growing popularity of VoIP

Instances of VoIP spam & phishing likely to increase

Voice spam, voice & SMS phishing 

Text message with a phishing URL – premium call

DoS on VoIP infrastructure

Use hacked Smart/VoIP phones to make 911 / 999 calls

Mobile device profiles permit all sorts of data transfer.
Software vendors need to implement kernel-level and 

more strategic security at carrier network level.



[Threats] - Unauthorised Connections

Unauthorised PCs and laptops

Requires clear & well published policies

Rogue Wi-Fi access points

regular monitoring of network and airways

Ingress of undesirable malware via USB

Restrict USB port usage

Smart trojans will target these products, so validation is key
Behavioural analysis should pick up both new activity, and 

changes in patterns among existing activity



Latest Gartner Hype Cycle for Information Security

Source: Gartner (September 2007)



Complexity

Complexity is the worst enemy of security

More complexity = less security

Complexity explains one of the paradox’s of security – why is it getting worse ?
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Network Security is it a technology problem ?

Security is not just a technology problem, and we can become too reliant on technology

If we are to deliver secure services we need to understand people

The human factor is the weakest link in any security solution

Not all of our customers patch their systems, so can we do it for them ?

Security is a fast becoming a commodity, just make it secure, I don’t care how.

Technology People Processes+ +



Risk Management at the heart of everything

Risk management is the human activity which integrates recognition of risk, risk 
management, developing strategies to manage it, and mitigation of risk using managerial 
resources.

Smart Security is Risk Management

Security is always a tradeoff, you get something and you give something up

The top BT Security objective is for BT to become a risk based enterprise

In the future our security countermeasures wont be judged on if the products are good, 
but if they are worth it following the banking model

Identity Management  / phishing is the prime example

Too much security isn't good – it’s too expensive

Too Little security isn't good – it’s too expensive

Finding the sweet spot is key – and that’s risk management 

What’s it going to cost me How much will it save meV’s



Software and Bugs – here to stay !

We have absolutely no idea how to write secure software, there is no theory, really we 
are just making it up

Software is inherently full of bugs - 1 bug per 10 lines of code, and look at windows with 
50 million lines of code you have an enormous number of bugs

Most of the bugs are things that will never happen, most of the bugs don’t have security 
implications, but enough of them do

Think of Murphy's law, there are random bugs, so there will be problems at random times 
and things wont be good, but the issues aren't randomness, they are attackers !

Attackers are different, they will search out to make things fail in just the perfect way to 
cause just the right amount of damage at just the wrong time

So instead of Murphy's law you have Satan's law, an intelligent and malicious advisory 
looking to attack using the perfect bug, so even bugs that wouldn’t be a problem in a 
random Environment will  become a problem in a malicious environment



Protection, Detection and Response

Security has three elements

BT’s services of the future are only as secure as the level of integration of these 3 
elements, nothing is perfect, the research challenge is closing the doors and attack 
vectors using a risk based approach functionality V’s Security

Protection Detection Response

Physical World

Virtual World



So let’s look at a possible scenario of the future in a fully converged
world and what we can do to protect the networks of the future



December 7, 2010: A Moment That Will Live in Cyber-Infamy

It’s global and instantaneous. It is so fast - seconds long - that no one knows about it until it's over. It 
does not attack PCs; it attacks BT’s and other carriers infrastructure - such as domain name servers 
and routers - and industrial systems connected to the Internet, like utility control systems. It exploits 
an unknown or little-known vulnerability. 

Five factors distinguish the digital Pearl Harbour from the virus attacks we've suffered to date. 
First, it disrupts backup systems. Fragile networks heretofore have been mitigated largely with backup. Disrupt 
that and major disruption and panic follows. 

Second, it leads to cascading failures. All of those massively inconvenient attacks people previously referred to 
as Pearl Harbours pile up. Due to the loss of backup, corporate earnings data is irretrievably lost. This panics 
Wall Street and destabilises the financial sector. People run to their banks, but the banks cannot disburse funds; 
their networks are down. As are the credit card networks and the ATMs . 

If you don't have cash, you go hungry. 

Then the lights wink out. Everywhere. 

And it begins to get cold. 

Panic is a key part of a digital Pearl Harbour. "If you can disrupt the flow of money and resources, 
that's where I'd look for incidents to become bigger than what we've experienced so far,“

Third, though the attack is instantaneous, its after-effects linger for weeks. People are hungry. Freezing. The old 
and the young begin to die. The strong turn against each other. 

Fourth, after it's over, the attack's origin is pinpointed and the vulnerability it exploited is determined. That's 
another element that's been missing from most recent security events, especially virus outbreaks, and most 
notably in the August 2003 blackout*. Blame has not been assigned; no heads have rolled. No one has even 
called for heads to roll. No heads can be found to roll. 

Last, and perhaps most important, once the source of the event is determined, it's revealed that the loss of 
property and life was completely and absolutely and tragically avoidable. 

* The northwest USA blackout effected 10 million people, the Italian blackout affecting a total of 56 million people, 
both were caused by computer malfunction and loss of control



So how do you protect against something like that ?

Perimeter defences are fine and they have their place in any security solution, 
but it is not the full answer, as they are not the target !

So what is de-perimeterisation and what does it mean to BT ?

Remember – protection, detection and response

21CN has been engineered with a phased clean pipes deployment



High Level Consolidated Vision for the future

Working on the principle that security should not be a separate thing; it should be 
embedded in everything BT does . It will be a key differentiator! – you can trust the BT 
Network

BT needs to address the future security requirements by researching and developing the 
implementation of a ‘secure, agile and aware infrastructure’ that’s not just reliant on 
perimeter defenses

The fundamental problems of computer security today are not about technology , they're 
about applying technology . Think user interface, installation, configuration, update, 
management.  That's where we need research and development!

This is a high level vision, when you peel back the surface numerous other technology 
dependencies are required, each requiring significant research effort to make this a reality

A trusted, reliable and ‘aware’ infrastructure that will support 
and enhance all aspects of the digital network economy

21CN – The Aware Network



The Spirit of Change

Thank you!


